GGAST Computer Lab Policy 2013

Gashora Girls Academy of Science and Technology is extremely fortunate to have cutting edge equipment and facilities. Because of this we must, as a community, protect our equipment and ensure that it is being used fairly and for educational purposes. Use of the technology at GGAST is a privilege. This privilege is based on each student's respect for and responsible use of the equipment and facilities. 

General Usage Rules

In order to respect our equipment, teachers, and peers, I agree to abide by the following rules:

1. Apart from the free time privilege (see below), I will only use the computer labs for school work and college research. I understand that, without specific teacher permission, the computer lab and laptop lab computers may never be used for anything besides school work. Prohibited activities include, but are not limited to:

· Surfing any social networking website (Facebook, Badoo, Twitter, etc).

· Downloading videos, books or music 

· Playing online games.
· Personal email or messaging.
· Reading novels or web comics.
2. Additionally I understand that I may never use school equipment to intentionally access, transmit, copy or create content that violates the school's code of conduct, misrepresents my identity, or is illegal. Examples include, but are not limited to, material that is pornographic, threatening, rude, discriminatory, or meant to harass.

3. Unless a video or audio is specifically assigned for an assignment, I will not stream video or music from websites. This includes YouTube and other media sharing websites. If I have assigned video or audio content that is assigned and needs to be streamed, I may only watch it on the Video Pod, which is the first pod in the computer lab. An exception is made for the educational website, Kahn Academy, which can be watched at any time, from any machine.
4. I will not send spam, chain letters or mass unsolicited mailings.

5. I will not use my Gashora Girls email for personal communications.

6. I will never download anything besides picture files and files needed for homework. I understand that I am never allowed to download installation files, movie files, novel files or music files, even during free time.

7. I will not install any programs or change any computer settings on school equipment without permission from a teacher.

8. I will not buy, sell, advertise or otherwise conduct business, unless approved as a school project.

9. I will never unplug or move any of the equipment without the permission and instruction of a teacher or lab monitor. This includes moving the laptop and computer screens to face a different direction.
10. I will not bring food, water, other drinks or trash in to the computer lab.

11. I will always log out of my account.

12. I will not lock computers to reserve them for myself or otherwise hinder other students from doing their academic work.
13. I will immediately report any malfunctioning or broken equipment to the lab monitor on duty.

14. I will notify the teacher on duty or IT support (Miss Lyla or Miss Clare) if I come across material that is dangerous, inappropriate or illegal. 

15. I will not make loud noise or run while in the computer lab.

16. I will not use the computer lab when there is no monitor on duty.

17. I will not leave personal items, novels, notebooks or assignment papers in the computer lab. Lab monitors and staff have the right to move items to the lost and found box or throw out any items left in the lab.

A list of lab monitors is posted in the computer lab. Any questions or problems should be directed to the lab monitor on duty. 
Access for All

In addition, the lab monitors are responsible for making sure access is fairly given to all students. This includes, first and foremost, providing access to students who need to finish schoolwork. This is a priority above free time access for students. If asked by a student monitor to move or give your computer to another student, you must abide. If the lab is full and you need to finish schoolwork, go to the lab monitor on duty. They will help you find a machine from which you can complete your work. 
Students can check a schedule posted outside of the computer lab door known as the Priority Access Schedule. This is a schedule where teachers can sign up their classes when major projects requiring the computer lab are assigned. Students in classes that are listed on the Priority Access Schedule for a lesson or prep, will be given priority access to the lab computers.
During Free Time, students must give their computer to another student if they have been using the machine for longer than an hour and there are no other available machines. For the 5:00-6:00pm block, they must relinquish their computer after 30 minutes. This does not apply to the student monitor on duty.
Free Time Privilege
After clubs finish from 5:00pm until 6:00pm and for a longer block on Wednesday from 4pm until 6:00pm students will be given Free Time. Free Time will also be given Friday evening starting 6pm to Sunday 6pm, with the exception of Saturday morning preps through lunch, which is normal study time and not free time. These times are dependent on a monitor being scheduled. Students will be allowed to use any websites they would like during this time, including Facebook, their personal emails, games, entertainment news etc. Students may download pictures, but not other files. Due to bandwidth issues, students still may not stream video or music until further notice.
Video Pod

Pod 1 is the video pod. It is the only pod from which you are allowed to watch streaming content. This streaming content (video or audio) must be assigned by a teacher.
OLPC and Laptop Policy

The OLPC laptops are meant to supplement our computer lab. They can be used only on Sundays from 8am-6pm. The OLPC laptops each come with chargers. Both laptop and charger can be identified by the ID numbers written on them. OLPC laptops and chargers are registered to two students and it is their responsibility to keep their OLPC safe and working. OLPCs may be borrowed on Sunday starting 8 a.m. They must be checked out, both the machine and the charger, from the student monitors, who will record the student's name. Before 6 p.m., both the machine and the charger must be turned in to the student monitors. In addition the following rules apply:

1. No student may spend the night with a laptop. 

2. No laptop (OLPC or other) may be borrowed without the permission of Miss Clare, Miss Lyla or the teacher on duty. 

3. If you wish to borrow a laptop (OLPC or other) during the school week, it must be for a specific school project, you must have signed permission from the teacher and you must get permission from Miss Lyla or Miss Clare. 

4. You may not check out an OLPC that is not your OLPC. 

5. You must take the correct charger for the OLPC. 

6. DO NOT WRITE ON YOUR CHARGER OR COMPUTER 

Flash Drives, Headphones and Other Personal Equipment
The school recognizes that flash drives (also referred to as thumb drives, flash sticks, USB drives, etc.) are an important and useful way to transfer information. The school also recognizes that one of the most common vectors for virus transmission is flash drives.

When at all possible, students should use email or other web services (such as Dropbox and Google docs) to transfer files. Sometimes, though, network slowness or the size of the file prohibits the use of these methods. In these cases ONLY a registered flash drive may be used. Using an unregistered flash drive will result in the suspension of computer privileges. Note also that students must always ask a teacher or the student monitor on duty before plugging in a flash drive, even after it has been registered.

To register a flash drive, the drive must be given to either Miss Clare or Miss Lyla at the beginning of the term during one of the designated registration times. At this time, the flash drive will be reformatted (destroying any files currently on the drive), inventoried, and labeled. It is then considered registered.

Registered drives may NOT be taken home during break. They will be safely stored at the school.

Personal headphones may be brought to school and used by students. You may “rent” a pair of headphones from the student monitor on duty; you must sign your name and you are responsible for any damages that occur.  Listening to music is permitted. Again, music cannot be downloaded or streamed by students; songs will be added to a folder on the Server. Additional music requests may be given to the lab monitors.

Any other personal technology equipment brought to the school may not be used with the school computers and equipment unless you are given permission by Ms. Lyla or Ms. Clare.

Consequences

The following outlines the bare minimum consequences of breaking the lab policy. Additional consequences are at the discretion of the GGAST staff, based on the severity of the offense and other factors.
The following are considered Major Offenses
· Viewing any non-academic website outside of free time.

· Using an unregistered device in the machines.

· Knowingly installing or changing the settings on any of the machines.

· Using the lab without a monitor.

· Unplugging or moving equipment. Turning laptops and computer monitors falls under this category.

· Damaging equipment or not reporting damaged equipment.

· Refusing to allow another student to use a machine who is in a class on the Lab Priority Access Sign-up sheet.

· Allowing another student to log on to your account or using another student’s account. 

· Downloading non-academic material on to the machines.

· Being uncooperative with a student monitor or staff.

· Not properly returning the OLPC to the computer lab.

· Not properly signing out your OLPC with a lab monitor.
First Offense

· Student is immediately reported to Miss Lyla. Miss Lyla speaks with the student to find out what happened.

· The account is suspended for 3 days. The student is not allowed access to the lab for any reason, and if this causes a project not to be submitted, they will lose the points on their grade. An exception may be made for midterm and final projects.

· The student’s name is added to a list of banned students from the lab so that monitors and teachers can keep them from using other students’ accounts.

· The student is responsible for writing a letter of apology, which is added to their file, describing the incident in detail. This letter must be signed by Miss Clare or Miss Lyla. This letter should be done within the three days or the account is not unlocked.

· At the Dean of Discipline’s discretion, the student might be removed from prefecture and other school leadership positions. This is especially likely if the student is an S5 or S6 student.

Second Offense

· All steps are repeated that are listed under the first offense, such as being banned from the lab and the signed letter of apology.

· The account is suspended for one week, with the same stipulations as the three day suspension.

· The student will be removed from prefecture and other school leadership positions.

· Students will speak with the Dean of Discipline as opposed to Miss Lyla.
Third Offense

· All of the above steps are repeated for the second and first offense.

· A parents meeting is organized and the student is suspended for one week.

Fourth Offense

· Punishment is at the headmaster’s discretion, with expulsion being a likely outcome.
 Minor Offenses
· Bringing water or food inside of the lab

· Leaving belongings or trash in the lab

· Being loud or disruptive in the lab

· Running in the lab

· Forgetting to log out

· Not wrapping your OLPC cord or putting your OLPC in the wrong place

· Not putting chairs back in the right place

For All Offenses

Students committing any offense will be asked to log off their computer and leave the lab. Repeated minor offenses, or refusing to leave the lab promptly, will be considered a major offense.
In addition, if equipment is used in an irresponsible manner or in a way which breaks any of the above rules, the student(s) will be liable for replacing the equipment. Failure to do so may also result in suspension until the bill is paid or expulsion from the school if the bill cannot be paid.
Privacy Policy
To enforce the use of the school's equipment for education, the staff may block web pages and monitor any equipment usage. This includes monitoring your school email and websites visited. If the school finds reason to suspect inappropriate behavior, the staff can and may investigate both your internet activity and your email communications made on school equipment and on school email servers. If necessary, this information can be used to justify suspension or expulsion and if needed furnish evidence of crime to law enforcement.

By signing your name, you affirm that you have read this entire document, understand it and agree to abide by it. In addition, you understand that failure to follow these rules will result in disciplinary action, as outlined above.

______________________________________________________________ ____________
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